Abstract-In current scenario, there are always impending threats from militants and terrorists within and out of a country. The sensor networks play a vital role in minimizing the loss of human lives in the event of usual calamity and artificial sabotage created by terrorists. The sensor networks can be successfully deployed in any difficult geographical terrains where manual round-theclock surveillance is highly impossible. Energy aware routing is immensely helpful to sensor networks in the aspect of extending the life span of the WSNs. In this paper, an automatic suspected terror system based on wireless sensor networks is developed, which is designed for high-rise metro structure. In order to provide early extinguish of impending threats by putting any bomb, large numbers of detectors which periodically measure noise, smell, infringement, vibration, temperature concentration, unidentified stranger photo are deployed from major streets. Those scattered detectors report their monitoring information to the surveillance center via the self-organizing hierarchical intelligent wireless sensor networks (IWSN). Test results from it show that the automatic suspected terror system achieves the design requirements.
I. INTRODUCTION
A Wireless Sensor Network (WSN) is a network of wireless computing devices with spatially distributed autonomous devices to cooperatively monitor physical or environmental conditions using sensors. WSNs are used to collect data from physically challenging environments. The information of events can be detected, collected, processed and sent to control room or sink by the sensors deployed in WSNs. The tiny nodes (sensors) in WSNs are equipped with substantial processing capabilities of combining the data with adjacent nodes, compressing the data, intelligent gathering and processing of sensed data, understanding and controlling the processes inherent to the system. The applications include monitoring the disasters events or elements, detection of cross border terrorism, sensing the intrusion of enemies through land or sea, battlefield surveillance, offering logistics in urban warfare and reconnaissance.
The sensor network is the network of a large number of sensor nodes which are densely deployed either inside the field or very close to it. The sensing electronics measure ambient conditions related to the environment surrounding the sensor and transform them into an electric signal. Processing such a signal reveals some properties about objects located and/or events happening in the vicinity of the sensor [8] .
Intelligent wireless sensor networks (IWSN) combine sensing, signal processing, decision capability, and wireless networking capability in a compact, low power system. We need to develop the large scale, quality control low cost WSN structure. This requires that sensor information be conveyed to the user at low bit rate with low power transceivers. Continuous sensor signal processing must be provided to enable constant monitoring of events in an environment [1] . Zigbee networks, utilize periodic active and sleep periods to achieve duty cycling. The start of the active period includes the transmission of synchronization frames to communicate own schedule information to neighboring nodes. TDMA-based low duty-cycle MAC protocols, such as SMACS [13] and TUTWSN MAC [5] , exchange data only in predetermined synchronized time slots. Rest of the time is spent in sleep mode. This makes the protocols virtually collision-free and removes overhearing.
B. Low-Latency Routing Protocols
Multiple real-time routing protocols have been proposed for WSNs Furthermore, design decisions such as reactive/proactive routing and flat/hierarchical topology affect the network delays and energy-efficiency.
Geographic routing protocol SPEED [14] provides soft real-time latency guarantees proportional to path length. It maintains a desired packet delivery speed in the network by estimating one-hop delays from MAC level feedback. However, SPEED leaves reliability unattended, and the used reactive route discovery method increases latency of the data forwarding process. Multipath Multi-SPEED (MMSPEED) [15] extends SPEED by providing service differentiation and probabilistic multipath forwarding to support various reliability requirements and makes routing decisions reactively.
A location-aware design in [16] presents a heuristic solution to find energy-efficient path for delayconstrained data in WSNs. The design achieves balancing between latency and energy consumption. Real-time power-aware routing (RPAR) [17] protocol is a locationaware protocol proposed to achieve low communication delays and energy-efficiency by dynamically adjusting transmission powers and routing decisions. Applications can make tradeoffs between energy consumption, network capacity, and lower delays by specifypacked deadlines. The reactive broadcast method of RPAR appears to be challenging in larger networks due to neighbor table size and a great amount of traffic congesting replies.
In [18] , Akkaya and Younis propose an energy-aware QoS routing protocol that searches for energy-efficient path which satisfies latency requirements. The delay requirements are converted into bandwidth requirements and traffic is divided into different priority queues for time-critical and delay unconstrained packets. However, the proposed method consists of too complex algorithms for resource-constrained nodes in large-scale networks [4] .
A cost-based routing protocol called GRAdient Broadcast (GRAB) [19] forwards packets along an interleaved mesh. Nodes broadcast packets using a cost metric. Every packet is assigned a budget. The budget consists of the minimum path cost from source to sink and a credit, which is utilized to increase reliability by channeling data along multiple paths. Although duplicate packets are controlled by a cache of recently forwarded packets, the redundant packets degrade energy-efficiency and increase delay. Also, the packet cache size increases rapidly with network size and data transmit frequency.
The used costs minimize the multi-hop communication latency. The mobile nodes are relieved from doing routing. Thus, this does not hinder their energy-efficiency.
C. Low-Latency WSN
WSN designs for time-critical applications are relatively rare. Furthermore, their experimented performance is seldom documented very accurately.
In Simon et al. present a sniper detection and localization system for urban environments, which is further refined in [20] . The system is built on Mica product line, and the later version is extended with an external Field Programmable Gate Array (FPGA) sensor board. Routing is done with Directed Flood-Routing Framework (DFRF) [21] .DFRF is a gradient-based, best-effort converge-cast protocol with data-aggregation. The directed broadcasts of DFRF provide fast message delivery, but result in high communication overhead. Thus, the design is only suit for one-shot type events and does not scale well. The WSN server interprets the messages sent from the WSN and resolves the locations of the suspect alarming devices. It provides an interface for a third party alarm server. The interface is implemented using Simple Object Access Protocol (SOAP) [22] . The third party alarm server is responsible for forwarding the suspect detect alarms to designated UIs that can be, for example, in personal computers or cell phones. Via the SOAP interface, the alarm server can receive the alarming device ID, suspect alarm time, alarm location in textual format, and alarm location highlighted in a map image.
Location resolver algorithm shows resilience against failed nodesand communication links. Firs nodes 1 and 2 can hear the local zed node. Thus, the unknown location is resolved by intersection of the two bounding boxes. Then, Anchor node 2 is lost but at least a rough location is still resolved.
The routing algorithm SPIN (Sensor Protocols for Information via Negotiation) uses concepts to eliminate redundant data transmissi It employs metadata to uniquely identify data items to prevent sending multiple copies of the same data. It also introduces energy awareness into the system which helps to increase the life of the network [5] . LEA H (Low-Energy Adaptive Clustering Hierarchy) is a cluster based protocol to evenly distribute energy load among various sensors in the network. It uses clustering to reduce the amount of global traffic and implement area level aggregation and compression. The changing the cluster heads randomly distributes the energy level gradually over the network and the probability of node failure is much more random which results in longer life for WSN. type messages: networ and networking confirm. Networking request is a broadcast frame, whose source address and destination address are both set to 0xFFFF. The identification of node is 5 bytes serial number which is stored in EEPROM of each node. The serial number of each node is record before installing in the building, and the installation location of each node is pre-arranged. So the surveillance center is able to accurately locate the alarm source.
8bits8 bits 8bits 8bits 16bits16bits 8bits Figure3: Suspected Concerned Message Communication counter field records the successful com repeater. So that repeater can identify whether the message is a retransmitted one. Alarm type is shown in alarm status, including NORMAL, SUSPECT_ALARM, BATTERY_FAULT and DETECTOR_AGING. Suspect concentration field is the infringement concentration or temperature value measured by the detector. Battery energy field shows the voltage of the detector, so that the controller center knows the energy status of each detector. When repeater receives a suspected alarm message, it will forward the message to control center and send back a parameter modify message to confirm that it has received thesuspected alarm message. The parameter modify message is also sent by surveillance center to control detectors'status and modify p VI. ENERGY-AWARE SHORTEST ROUTING Shah et al. [21] proposed to use a set of sub-optimal paths occasionally to increase the lifetime of the network. These paths are chosen by means of a probability function, which depends on the energy consumption of each path. Network survivability is the main metric that the approach is concerned with. The approach argues that using the minimum energy path all the time will deplete the energy of nodes on that path. Instead, one of the multiple paths is used with a certain probability so that the whole network lifetime increases. The protocol assumes that each node is addressable through a classb the nodes. There are 3 phases in the protocol: floo A routes and create the routing tables. While doing this, the total energy cost is calculated in each node. For instance, if the request is sent from node i N to node j N,j N calculates the cost of the path as follows:
Here, the energy metric used captures transmission and reception costs along with the residual energy of the nodes. Paths that have a very high cost are discarded. The node selection is done according to closeness to the destination. The node assigns a probability to each of its neighbors in routing (forwarding) ng: the sensor s g the smallest mean delay using program. Then we calculate the Waiting factor for each path. The path, which has low waiting factor, is the shortest path.
The waiting factor (W) = Mean packet flow in path(λ i ) / Mean packet flow in subnet (λ)
The routing protocol allows multiple sink nodes in the network. They can be either individuals or replicas. The sinks request data from the network using interests [7] . Individual sinks have unique addresses and separate interest information. Replicated sinks share the same address and interest information. Routing to the nearest sink lowers latency further by minimizing the amount of hops that a packet has to traverse. The routing protocol functionality is divided into route discovery, route calculation, and data forwarding.
The sink sequence number is used to resolve the latest sink information and reject old information. It is incremented by a sink when it disseminates new interests to the network. The route discove d node-initiated route maintenance. Route construction is for sink interest diffusion and fast network build-up. Route maintenance allows adaptation to network dynamics. The route calculation uses only local information available in a router node and its neighborhood. As routes are proactively calc ro demand and transmit t VII. ALTERNATE E The various key design issu network dynamics and node media and communicati capabilities, power consumption, data aggregation, fault tolerance, scalability and sensor network topology. Energy consumption is a dominant factor in the design of large scale sensor networks. Since, these constraints are highly specific to sensor networks, new improved power sources, wireless ad-hoc networking and efficient routing techniques are required [6] . By providing newly improved power sources like nature based renewable (solar) energy will solve many of the aforementioned In the higher energy density batteries and very low power embedded platforms, the amount of available energy on board still severely limits the life span of distributed attery b constraints of the sensor nodes combined with the data delivery requirements leave a clearly defined energy budget for all other services. The goal is to achieve a selfpowered system without having necessary frequent aintenance for battery replacement or recharging [6] .
II. CONCLUSION AND FUTURE SCOP
The user requirements consisted of wireless devices with street-level localization, reliable low-latency alarming, long network lifetime, and ease of installation and maintenance. With using IWSN system, Personnel can send wireless suspected alarms in threatening situations, receive acknowledgements telling that help is on its way, and make various environmental and physiologicalmeasurements. Thesuspected terror security IWSN framework utilizes a heterogeneous communication hybrid topology including sink, router, and mobile nodes. The router nodes have a high-duty cycle, and they form a multi-hop network for low-latency data forwarding to sink nodes. The mobile nodes have low-duty cycles and are highly energy-efficient.
S sor Networks are emerging as a great aid roving the way data is gathered. This developmen im going to have a great impact on the environmental monitoring in the area of defense. By using energy aware efficient clustering and routing concepts the battery and computation overhead will be reduced. Energy aware routing within the clusters saves the energy of the battery powered nodes due to its routing capability only through the alternative powered nodes. The alternate energy based routing concepts increase the performance and life of WSNs compared to other conventional routing algorithms. The soft computing based approximation algorithms such as Fuzzy and Genetic algorithm concepts can be used to ave better convergence of clustering an h techniques.
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